Cognitive Radio Network has emerged as a solution to the growing spectrum scarcity and inefficiency problems. However, Cognitive Radio Networks face performance and security bottlenecks due to lack of memory and vast computational capabilities. This problem could be solved if we make use of Cloud as a central entity for storing spectrum availability information and processing of the spectrum availability data and correctly map the location of the unlicensed user to that of the available spectrum bands. We will be considering only those spectrum bands for communication where the primary users are absent. If the licensed user is detected, we shall empty that band and move to another idle spectrum band that matches our requirements. Admittance will be based on FCFS basis and at the same time the Quality of Service requirements (in terms of data rate) of the unlicensed users will satisfied.
Introduction
In the PAST decade, Software Defined Radio (SDR) and Cognitive Radio (CR) technology has revolutionized our view of opportunities in wireless communications to a great extent. The key motivation behind this technology is to increase spectral utilization and to optimize the use of radio resources. As SDR and CR are clearly emerging as a strong technological opportunity, research and development is being promoted rapidly throughout the wireless industry and in the academic research arena. Correspondingly, the standardization, regulation and certification activities are also being initiated in many parts of the world including IEEE 802.22, Wireless Innovation Forum and ETSI. However, the security issues on SDR and CR is still under research especially for commercially viable prototypes and future products and its implications on standardization.SDR technology implements radio functionalities like modulation/demodulation, signal generation, signal processing and signal coding in software instead of hardware as in conventional radio systems. The software implementation provides a higher degree of flexibility and reconfigurability and many benefits including the capability to change the channel assignments, to change the provided communication services or modify the transmission parameters or communication protocols. SDR is also considered a technology enabler for CR, which are -intelligent‖ radios, which can learn from the environment and adapt their transmission/reception frequencies and parameters to improve spectrum utilization and communication efficiency. SDR and CR technologies are fundamental blocks to provide a more flexible approach to spectrum management in comparison to the conventional approach where radio frequency spectrum bands are statically allocated by spectrum regulators.
The fixed spectrum assignment policies rule today's wireless network. This means that the spectrum is regulated by governmental agencies and is assigned to license holders or services on a long term basis for large geographical regions. This leads to sporadic usage of the spectrum and concentration of signal strength in certain portions while significant amount of spectrum is left unused. According to Federal Communications Commission (FCC), there exist temporal and geographical variations in the utilization of the assigned spectrum. The utilization ranges from 15% to 85%. The problems with the spectrum assignment policy started recently with the growth of usage of wireless networks and mobile services. These problems have resulted in need for Dynamic Spectrum Access to exploit the spectrum opportunistically. For Dynamic Spectrum Access we can make use of Cognitive Radio Networks. However, the limited memory and computational capacity of Cognitive Radio devices result in decreased performance making their realization on global basis impractical.
It is well known that security is an important element in wireless communications. While SDR and CR based systems should guarantee the same level of security of Conventional wireless communication systems, they may also present new vulnerabilities or security threats. As a general rule, communication systems based on SDR and CR technology must validate communication security requirements like Data Confidentiality and Privacy, Availability, Registration, Authentication and Authorization. This is a consequence of the general conformance to standards and regulations already defined for the wireless communication systems, with which SDR and CR devices must interoperate. For example, if SDR and CR devices are used in the public safety domain, they should satisfy the government approved security requirements defined by the TETRA or APCO 25 standards. SDR and CR concepts may provide new powerful capabilities but they may also be vulnerable to new types of security attacks, beyond the ones already defined for conventional networks.
Cloud Computing
The fixed spectrum assignment policies rule today's wireless network. This means that the spectrum is regulated by governmental agencies and is assigned to license holders or services on a long term basis for large geographical regions. This leads to sporadic usage of the spectrum and concentration of signal strength in certain portions while significant amount of spectrum is left unused. According to Federal Communications Commission (FCC) there exist temporal and geographical variations in the utilization of the assigned spectrum. The utilization ranges from 15% to 85%. The problems with the spectrum assignment policy started -Rad io in which some or all of the physical layer functions are software defined‖.
Cognizant Radio
The Forum explains: -An SDR defines a collection of hardware and software technologies where some or all of the radio's operating functions (also referred to as physical layer processing) are implemented through modifiable software or firmware operating on programmable processing technologies. These devices include field programmable gate array (FPGA), digital signal processors (DSP), general purpose processor (GPP), programmable system on chip (SoC) or other application specific programmable processors. The use of these technologies allows new wireless features and capabilities to be added to existing radio systems without requiring new hardware‖. Figure 1 provides a potential architecture of a SDR and its main elements starting from the Real Time Operating System (RTOS). The Software Framework provides basic functions and libraries to support the waveforms and their portability including the middleware. An example of software framework is the combination of Software Communications Architecture (SCA) and CORBA middleware described in. The waveform represents the software implementation ofa communication service (e.g. UMTS). Finally, applications can be defined to support a specific operational or businesscontext.CR is defined as -radio, which has the following capabilities: to obtain the knowledge of radio operational environment and established policies and to monitor usage patterns and users' needs; to dynamically and autonomously adjust its operational parameters and protocols‖. The design and deployment of CR and DSA have been investigated in a number of papers and research studies starting from the paper of Joseph Mitola
It is usually recognized that CRs should provide the following functions: 1) Determine which portions of the spectrum are available and detect the presence of licensed users when a user operates in a licensed band 2) Select the best available channel for communication 3) Coordinate access to this channel with other users 4) Vacate the channel when a licensed user is detected These functions are dependent on each other as described in Figure 2 . The figure describes also the relationships among the functions. For example: spectrum mobility can alert the spectrum sensing function on detected changes in the spectrum environment. Acting on the alert, the spectrum sensing function can collect again the knowledge of the spectrum environment and provide it to the spectrum management function to re-plan the allocation of spectrum bands. The disruption of spectrum sensing has an impact on the other functions because they will not have the needed information to perform effectively. Spectrum management requires the knowledge of the spectrum environment acquired by spectrum sensing to select the best available channel. Spectrum sharing needs the information on the bands selected by spectrum management function in each node. Spectrum mobility needs information on spectrum environment changes from spectrum sensing and the current allocation of spectrum bands from spectrum management and spectrum sharing.CR networks are composed by many nodes, with different capabilities, which interact on the basis of defined protocols and policies. To implement and deploy DSA, CR nodes do not operate in isolation but they are part of wider CR networks, which must provide a higher set of capabilities, which include context awareness and resource management. Context awareness means that a node or a network should be aware of the operational context, existing policies and regulations, network and spectrum awareness and user requirements in terms of requested traffic capacity, quality of service (QoS), resilience and security. Resource management means that CR nodes must cooperate to allocate the available network or spectrum resources, not only internally but also externally to other conventional networks. Each of these capabilities can be disrupted by intentional or unintentional threats. For example: a malicious attacker can implement a security attack against the resource management capability to allocate network or spectrum resources to itself or simply to provoke a Denial of Service (DoS) activity. The two most common approaches are collaborative and uncooperative: 1) In the collaborative approach, the cognitive functions are based on the coordination of the CR nodes, which exchange information to optimize the spectrum utilization and to improve the efficiency of the network. 2) In the uncooperative approach, each CR node implements the cognitive functions on its own.
The collaborative approach is usually considered more efficient, faster to converge to shared spectrum resources allocation and more reliable than the uncooperative approach but it requires common channels to exchange information. The common channel is often called Cognitive Control Channel (CCC) and it is responsible for distributing the cognitive messages in the CR network. In turn, the collaborative approach can be centralized or distributed. In a centralized solution, a central node, e.g. a base station (BS), controls the allocation of the spectrum resources or collects the spectrum sensing information. In the distributed solution, the CR nodes must agree on a common spectrum allocation through decision algorithms or voting systems. A centralized solution may be more efficient but the central node can represent a single point of failure. A comparison between the centralized and distributed approaches for spectrum management is presented in. Furthermore, a centralized solution may imply the presence of an existing infrastructure or pre-existing contracts to identify the centralized node.
Each of the proposed CR architectures has different levels of vulnerability against specific security threats.
Why Cognitive radio
With wire-less and radio communications becoming far more widely used, and the current levels of growth looking to increase, ideas such as cognitive radio will become more important. Some areas of the spectrum are very heavily used while others are relatively free.
Additionally the ability to change modes, frequencies and power levels will not only make communication possible for the cognitive radio system itself, but should also reduce the overall levels of interference to other users. This is because the most spectrum or interference efficient modes can be chosen by the cognitive radio system.
In view of the possibility of CR radio communications systems utilising the spectrum more efficiently some regulatory bodies such as the FCC in the USA and Ofcom in the UK are looking favourably at the idea of cognitive radio. When the idea becomes a reality it would enable greater efficient use of the radio spectrum, which is not an infinite resource as it once was considered. Accordingly the way may be opened from this viewpoint to assist the development of cognitive radio communications technology.
Cognitive Radio Parameters and Objectives
In CR Network systems, the environmental parameters are defined as inputs to the CR system whereas the transmission parameters will be the system outputs. The relationships between the environmental and transmission parameters are formed by mathematical equations that are further defined as objective functions. As the cognitive radio systems senses the environment and reconfigure its transmission parameters optimally to satisfy the objectives and efficiently utilize the available spectrum band choosing of the best possible set of parameters is most important as it largely affect the accuracy and efficiency of CR. This can be done by determining the appropriate parameters and objectives for the system.
Transmission Parameters
Transmission parameters act as the decision variables for the CR system, so it must be well-defined before developing fitness functions for various objectives. Table 1 shows the list of transmission parameters used in our work.
Environmental Parameters
Environmental parameters are the sensed information that provides knowledge about the surrounding environment's characteristic to the CR system. This helps in decision 
Cognitive Radio Objectives
Certain objectives needs to be fulfilled by the CR system are stated here. In this work, we will define the following objective functions in order to guide the system to an optimal state. Table 2 depicts the objectives used in this work.
The search space is created by combining the transmission and environmental parameters along with the defined objective functions. The range of the input transmission parameter is given in Table 3 .The combination of these parameters with the objective function would lead to a large number of solutions which forms the search space.
Fitness Evolution for Cognitive Radio System
In this paper, four objective functions have been formulated to accomplish the four distinct objectives-optimal Global Minimum, Minimum power, Maximum Throughput and Minimum BER. Their respective objective function is given below:
The fitness function of minimizing power consumption is given as: f min -power = P * Rs * K Where, P is the transmitting power, Rs is the symbol rate, K is modulation index (K =2 for MQAM and BPSK and K=1 for remaining all).
The fitness function for maximizing data rate is given as: f Max-Throughput = Rs * log2 (M) Where Rs is the symbol rate, M is modulation index.
The fitness function for minimizing BER is given as: f Min -BER = qfunc (sqrt (2.0*ebno)) forBPSK & QPSK f Min-BER=qfunc (sqrt (ebno)) for BFSK f Min-BER=qfunc ((2*log2 (M)*ebno) * sin (pi/M)) for MPSK f Min-BER = cef * erfc (sqrt (s)) for MQAM f Min-BER = qfunc (sqrt (2.0*alpha*ebno)) for GMSK Where, ebno=CbN+10*log10 (Bw/Rb)
The fitness function for minimizing Packet erroris given as: f Min-PER=1.0-(1.0-BER)^Ps Where, Psis Packet size.
The fitness function foroccupied bandwidthis given as: f Bt=(1+r)*Rb forBPSK& FPSK f Bt= ((1+r)) ⁄ log2(M) ) *Rb for MPSK&MQAM f Bt= ((1+r))⁄2) *Rb for QPSK f Bt=r*Rb for GMSK Where, r isroll off factor and Rbis bitrate.
The fitness function formaximizing Spectral efficiencyis given as: f Max -spectraleff = Rb ⁄ BW BW=1e6 Where, Rbis bit rate, BWis band width.
The weighted sum approach has been used in this SA based CR system. The weighted sum approach allows us to combine the single objective functions into one aggregate multiple objective functions. fitness value=ws(1)*fMaxThroughput+ws(2)*fMin-Power +ws(3)*fMax-spectraleff +ws(4)*fBt +ws(5)* fMin-BER+ws(6)* fMin-PER
The weighting values, w1, w2, w3, w4, w5 and w6 determine the search direction for the optimizing algorithm. We have defined four weight vectors representing common scenarios a cognitive may be placed in. each weight vector listed in Table 4 emphasizes different objectives that lead the algorithm using this fitness function to develop a olution that relate to a specific objective.
Cloud Computing

According to the National Institute of Standards and Technology the definition of Cloud Computing is: -Cloud
Computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (for example, networks, servers, storage, applications and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.‖ Cloud Computing is an economic solution to tasks that require large amount of storage and fast and complex computational capacity.
Cloud will be our central entity that stores the channel data from sensors in database and processes the unlicensed user requests and responds accurately to these requests. In order to map the geo-location of unlicensed users and the idle spectrum bands, we will need a Searching algorithm that calculates the distance between the locations of idle bands and unlicensed users using the information fed by sensors in the database and decides which bands are suitable for allocation to that particular user. It simply requires calculation of distance between the center co-ordinates of idle spectrum band and co-ordinates of the geographical location of unlicensed user.
In this report we look at all three categories, however a very simplified way of differentiating these flavors of Cloud Computing is as follows: SaaS applications are designed for end-users, delivered over the web.
PaaS is the set of tools and services designed to make coding and deploying. those applications quick and efficient. IaaS is the hardware and software that powers it allservers, storage, network, operating systems.
Methodology and Implementation
Database From the scenario put forth so far, few things that are clear are: We are going to need sensors for every network to continuously send information about the idle spectrum bands and these sensors are expected to keep on updating this information so that the unlicensed users are presented with greater opportunities and are informed when to migrate to other bands in case the licensed users appear in their bands. All this also implies that we are going to need vast storage and lot many calculations to locate the idle bands. However it is necessary that only those idle spectrum bands be assigned to the unlicensed users which lie in the same geographic location. To make this possible we need to make entries of the idle bands in the form of their frequencies, geographic location and data rate. We have also considered how to determine whether how long a particular spectrum band can be; used so as not to interfere with the licensed users. This is done by our CAM which acts as our Time-ToLive factor. A smaller CAM value makes a channel less desirable. The maximum data rates we will consider according to 802.11b and 802.11g are 11Mbps operating in 2.4 GHz and 54Mbps in 5GHz. Cellular downlink peak rates will be 300Mbps and uplink peak rates will be 75Mbps for 3GPP LTE wireless communication. 3G wireless systems offer data rate less than 1Mbps. Maximum upload data rate for satellite communication is 10Mbps. 3G cellular system and satellite bands are excluded here since they cannot fulfill demanded data rates of unlicensed users. In the next section we have explained why we propose using Cloud services for storage and computation. 
Advantages and Application Cognizant Radio
Receive broadcast radio Ettus Research, the folks behind what has come to be regarded as the grand addy of affordable wideband SDR hardware platforms: This is based on using GNU Radio and its excellent graphical tool, GNU Radio Companion (GRC).Of course, you don't need hardware anywhere near as capable as a USRP for this, and the low cost RTLSDR receiver hardware
Amateur radio As you might expect radio hams are doing a lot of work with SDR and there are plenty of options available. Ranging from the popular, low cost and simple to understand Soft Rock SDR hardware, up to the modular and incredibly flexible High Performance Software-Defined Radio (HPSDR) project .In addition to using hardware that has been designed with amateur radio use in mind, it's also possible to use something such as a USRP or RTLSDR receiver, depending on whether you need a transceiver or receive-only, and the required frequency coverage and dynamic range etc.When it comes to software there are applications which are based on GNU Radio, such as the popular Gqrx receiver, along with many others that are based on the much simpler DttSP project.
Track ships via AIS transmissions Automatic Identification System (AIS) is an automatic tracking system employed by ships to identify and locate vessels, which is used to supplement marine radar.
There are a number of options available for receiving and decoding AIS data, and one which uses RTLSDR hardware with a GNU Radio-based receiver plus gnuais is described in a blog post by Alexandru Csete, who also happens to be the author of the aforementioned Gqrx software. Using this AIS messages can be logged, plotted, and fed to the Google Maps-basedaprs.fi service 
Cloud Computing
Scalability -With increase in workload, the need for hardware and software increases which can be easily provided by Cloud computing without delay. Hence an organization can easily add or subtract cloud services and need not pay for anything more than what they use.
Easy Implementation -There is no need to purchase any hardware, software licenses or implementation services, an organization can easily hit the ground running by simply demanding cloud services in record time.
Skilled Practitioners -All sort of available technologies are provided and customized according to the requirements of clients by cloud providers without much delay no matter how popular that service is.
Frees up internal resources -As much of the work is assigned to third party providers, we are allowed to utilize our internal resources for other important tasks.
Quality of service -Cloud providers offer 24/7 services and immediate response to emergency situations to their clients.
Conclusions
In this we have presented opportunistic spectrum access by unlicensed user whose geo-location matches with the geolocation of the ideal licensed spectrum. Those unlicensed users who offer higher benefit are admitted. We have given the problem to maximize the profit and also satisfying the geo-location matching criteria. Malevolent unlicensed user can be tracked by geo-location matching. The lack of available spectrum and the simultaneous need to provision increasing number of applications, notably the bandwidth hungry variants, such as real-time video, is a driving force to explore spectrum sharing as an essential element of future wireless systems. As the discussion provided in this has indicated, a number of protection mechanisms are key to realizing an assured dynamic spectral environment to benefit the commercial, public-safety and military users.
